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ABSTRACT  

 

Fraud in insurance causes a lot of financial losses, both for insurance companies and for policyholders. To handle this, one of the 

solutions offered is data sharing technology. Innovating corporate processes can greatly benefit from data sharing. Data sharing 

can mitigate fraud and has been widely used in other countries. This research wants to look further into the benefits of data sharing 

to minimize fraud in the insurance industry in Indonesia. This research method is qualitative with descriptive analysis. The 

conclusion of this research is that data sharing is useful for the insurance industry in Indonesia, but there are several challenges 

that need to be considered which are regulations, the readiness of insurance companies in Indonesia to carry out data sharing and 

the security of policyholder data. 
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INTRODUCTION 

 

Health insurance stands as a cornerstone for improved public health, offering advantages such as reduced mortality rates and better 

health outcomes. Despite its widespread effects, some vulnerable groups, such as young children, people with disabilities, and 

those who are HIV-positive, benefit even more. However, the commendable contributions of health insurance are overshadowed 

by a pervasive threat: fraud. The dynamic nature of insurance companies renders them susceptible to dishonest acts, as individuals 

seek illicit gains through fraudulent practices (Roriz & Pereira, 2019). The recurrence of such fraudulent activities poses a 

formidable challenge, necessitating robust mechanisms for detecting and preventing fraudulent insurance claims. 

The intentional misuse of insurance policies not only jeopardizes the financial stability of insurance companies but also fuels a 

growing concern within the industry. Instances of health insurance fraud are on the rise annually, constituting a substantial 

economic burden (Liu et al., 2019; Moradi & Fateminejad, 2017). The scale of this problem is staggering, with the Federal Bureau 

of Investigation (FBI) estimating an annual economic loss of approximately $80 billion (Association of Certified Fraud Examiners, 

2018). Further exacerbating the issue, organizations such as the Coalition Against Insurance Fraud (2015) and the National Health 

Care Anti-Fraud Association (NHCAA) underscore the extensive financial losses, reaching billions of dollars annually (Saldamli, 

2020). 

The ramifications of insurance fraud extend beyond the industry, directly impacting customers. The substantial payouts made by 

insurance companies to cover fraudulent claims have led to an increase in premiums. This surge not only compromises the 

affordability of insurance for customers but also diminishes the competitiveness and quality of services provided by insurance 

companies (Dhieb et al., 2020). The time-consuming procedure of confirming evidence and processing claims following fraud 

further reduces the effectiveness of insurance services.  

According to Park and Ryu (2019), insurance companies' implementation of good data sharing policies and practices is a successful 

strategy for reducing fraud. By sharing data and collaborating with other insurance companies, fraudulent activities can be detected 

more efficiently and effectively. This proactive approach allows insurance companies to identify patterns and trends in fraudulent 

behavior, enabling them to take preventive measures and reduce the occurrence of fraudulent claims. Additionally, data sharing 

promotes transparency and trust among insurance companies, which can lead to improved customer satisfaction and overall 

industry reputation. However, composing good policies and implementing good practices for data sharing are not easy tasks to do.  

It requires careful consideration of privacy concerns and the establishment of secure systems to protect sensitive information. 

Furthermore, insurance companies must also ensure that they comply with relevant regulations and legal requirements regarding 

data sharing to maintain the trust of their customers and stakeholders.  

In Indonesia, data sharing among insurance companies is still in the idea stage. No company has successfully planned and 

implemented a comprehensive data-sharing system. However, there is growing recognition of the potential benefits, and 

discussions are underway to explore the feasibility and challenges of implementing such a system.  

Given these circumstances, the author feels compelled to look into the insurance industry's shortcomings in terms of creating and 

implementing a data sharing system as well as the best course of action to take in Indonesia by utilizing the nation's current 

insurance practices.         
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RESEARCH PURPOSES 

 

This study endeavors to shed light on the landscape of data sharing within the health insurance industry in Indonesia, particularly in 

the context of fraud prevention. The primary objective is to gain a comprehensive understanding of the current state of data sharing 

practices among insurance companies in Indonesia and to identify potential challenges and opportunities. Additionally, the research 

aims to serve as a foundation for providing informed recommendations on establishing effective data sharing policies within the 

Indonesian insurance sector. 

 

RESEARCH QUESTIONS 

 

1. How is fraud currently addressed and handled within the insurance industry in Indonesia?  

2. How do other countries leverage data sharing to combat insurance fraud?  

3. What are the potential benefits, challenges, and considerations associated with implementing a comprehensive data-

sharing system within the Indonesian health insurance industry?  

 

LITERATURE REVIEW 

 

DEFINITION OF FRAUD 

Fraud within the context of health insurance is characterized by the deliberate distortion or misrepresentation of facts with the 

intention to gain an unfair advantage (Moradi & Fateminejad, 2017). In simpler terms, insurance fraud occurs when an individual 

seeks to exploit an insurance contract by violating its terms (Roriz & Pereira, 2019). This deceptive behavior manifests at various 

stages of the insurance cycle, spanning from the initial application to the claims and final settlement processes. Health insurance 

fraud encompasses a range of activities, including the fabrication of information, concealment of third-party liability, electronic 

bill fabrication, and more (Liu et al., 2019). Detecting indicators strongly linked to fraudulent activities is a crucial initial step in 

predicting and preventing criminal fraud. 

Two distinct types of insurance fraud exist: serious fraud and minor fraud (Roriz & Pereira, 2019). Serious fraud occurs when an 

incident is intentionally created to extract money from the insurance company. On the other hand, minor fraud occurs when a 

genuine accident takes place, but the insured party adds unrelated elements to the claim to extract additional benefits not related to 

the accident itself (Roriz & Pereira, 2019). 

DATA SHARING 

The sharing of data holds the potential for transformative innovations in the insurance industry. Internal data sharing within the 

insurance sector, as highlighted by Power and Power (2015), can result in substantial cost savings for insurance companies globally. 

Recognizing this, the industry has shown a growing interest in data sharing, driven by the belief that increased data availability 

can lead to more precise and effective fraud detection models. 

Data sharing, in the business context, refers to the process where one business repurposes information from another business, 

excluding direct competitors, to fulfill internal business needs (Søilen-Knutsen & Tessem, 2022). The data supplier may receive 

compensation for providing this data, or it may be accessed without charge. In the insurance industry, data encompassing individual 

insurance claims, overall insurance usage patterns, specific types of insurance activities, individual behavioral data, and social 

media activity are valuable sources. Leveraging probability-based data analysis, insurance companies can pinpoint suspicious cases 

and enhance their ability to detect potential instances of fraud. The utilization of shared data not only enhances the precision of 

fraud detection models but also contributes to industry-wide improvements in efficiency and innovation. 

         

RESEARCH METHODS 

 

This study employs a qualitative research design with a focus on descriptive analysis. The research aims to explore and provide a 

comprehensive understanding of the importance of data sharing to minimize fraud in the insurance industry in Indonesia. The 

qualitative approach allows for an in-depth exploration of the subject matter, delving into nuances and complexities that 

quantitative methods may not capture. 

 

The research design is primarily exploratory, seeking to deepen the researcher's understanding of the role and significance of data 

sharing in combating fraud within the Indonesian insurance sector. This approach is well-suited for investigating relatively 

unexplored areas and generating insights that can inform future research or practical interventions. 

 

The data for this study are obtained from secondary sources, including academic journals, books, newspapers, and articles. The 

utilization of secondary data allows for a comprehensive review of existing knowledge, theories, and empirical findings related to 

data sharing and fraud prevention in the insurance industry. This approach also provides a historical perspective and facilitates the 

identification of trends and patterns over time. 

 

The analysis of data follows a descriptive approach, focusing on summarizing and interpreting the information gathered from the 

literature. Descriptive analysis helps in providing a clear and detailed account of the importance of data sharing in minimizing 
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fraud within the Indonesian insurance context. The findings are presented in a narrative form, emphasizing key themes, trends, and 

insights derived from the reviewed literature. 

 

As the research relies on secondary data, ethical considerations primarily involve ensuring proper citation and acknowledgment of 

the original sources. It is essential to maintain the integrity of the information obtained from various publications and to respect 

copyright and intellectual property rights. 

 

How is fraud currently addressed and handled within the insurance industry in Indonesia?  

How do other countries leverage data sharing to combat insurance fraud?  

What are the potential benefits, challenges, and considerations associated with implementing a comprehensive data-sharing system 

within the Indonesian health insurance industry?  

 

RESEARCH RESULTS 

 

CURRENT CONDITION OF THE INSURANCE INDUSTRY 

Health Insurance Fraud in Indonesia 

Health insurance companies consistently grapple with a myriad of fraudulent activities, posing a significant threat to their financial 

stability and the overarching health insurance system. False claims, wherein individuals submit requests for medical services or 

treatments never received, have become alarmingly prevalent, causing substantial financial losses for insurance companies. In the 

case of the government health insurance, BPJS Kesehatan, significant instances of fraudulent activities have been reported, with 

hospitals manipulating payment claims, reaching billions of rupiah. This staggering revelation by Ali Ghufron Mukti, the director, 

underscores the magnitude of the issue, with inflated bills despite the absence of corresponding actual patients (Anggraeni & Rini, 

2023). 

Upcoding and unbundling present another form of fraud, where healthcare providers intentionally employ incorrect billing codes 

or unbundle procedures that should be billed together. This results in overpayment for services and increased costs for both 

insurance companies and policyholders. In the research performed by Faizah et al., (2021), there are  528,285 cases for upcoding 

and 265,572 cases for unbundling found in 2016 that happened to BPJS Kesehatan.  

Phantom billing, where providers bill for services or treatments never rendered, exacerbates financial losses for health insurance 

companies and the potential for higher premiums for policyholders. Identity theft further compounds challenges, as stolen or 

fraudulent identities are used to secure health insurance coverage and submit false claims, resulting in financial losses and potential 

premium hikes (Wibowo et al., 2019). In the same research by Faizah et al., (2021), there are 6,105 cases of phantom billing found 

in 2016.  

Prescription drug fraud involves submitting false claims for medications not prescribed or medically necessary, contributing to 

escalating healthcare costs that impact both insurance companies and policyholders through increased premiums. Provider fraud, 

encompassing billing for unnecessary services or performing medically unnecessary procedures, poses a dual threat—financial 

losses for health insurance companies and compromised healthcare service quality (Blasimme et al., 2018). In the Indonesian 

insurance industry, policyholders are often informed that the pharmacy has run out of some medications. Therefore, they are asked 

to purchase it elsewhere. In reality, the pharmacy uses the policyholder's insurance information to bill for medications that were 

never provided, resulting in fraudulent claims and financial losses for both insurance companies and policyholders.  

Policyholder fraud, wherein individuals provide false information during insurance coverage applications, such as concealing pre-

existing conditions or misrepresenting medical history, leads to higher claim payouts, increased administrative costs, and potential 

financial losses for health insurance companies. Kickbacks and referral fraud occur when healthcare providers receive inducements 

for patient referrals or specific services, distorting the healthcare market and driving up costs for health insurance companies. 

Additionally, Hana (2016) highlights another facet of insurance fraud involving policyholders, particularly those opting for hospital 

cash plans. This type of health insurance, offering reimbursement for days of treatment or specific medical procedures, is 

susceptible to fraud. Predetermined reimbursement amounts make claims for this insurance processed through reimbursement. 

Distinguishing from health insurance with a hospital benefit scheme, which covers medication, doctor fees, and inpatient care 

through various packages, hospital cash plans are typically non-cash and paid directly by the insurance company, presenting 

opportunities for exploitation. 

According to Faizah et al. (2021), the losses incurred by the Indonesian health insurance industry can amount to 5–10% of the total 

healthcare expenditure. In 2019, the total healthcare expenditure reached IDR 490.3 trillion (U.S. International Trade 

Administration, 2022). If the fraud constitutes 5% of this total expenditure, it would be equivalent to IDR 24.5 trillion. Furthermore, 

if the fraud constitutes 10%, it would amount to IDR 49 trillion. These significant losses due to fraud highlight the urgent need for 

stricter regulations and improved oversight within the Indonesian health insurance industry. These losses not only impact the 

financial stability of the industry but also have detrimental effects on the overall quality and accessibility of healthcare services for 

Indonesian citizens. Implementing stricter regulations and improved oversight can help mitigate these losses and ensure that 

healthcare funds are utilized effectively and efficiently. 
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Combating the Fraud 

According to Sunarti et al (2020), in Indonesia's health insurance industry, characterized by relatively low-tech adoption and 

limited interconnectedness, companies have undertaken individual efforts to combat fraud despite these challenges. One notable 

approach is the use of traditional investigative methods to scrutinize claims. For instance, insurance companies may employ a team 

of claims investigators who conduct field visits to verify the authenticity of claims, physically visiting healthcare providers and, if 

necessary, claimants to validate the information provided. 

Moreover, some companies rely on manual data analysis and audits, involving careful examination of claims data for 

inconsistencies, duplicate claims, or patterns that may suggest fraudulent activities. In the absence of widespread technological 

integration, individual insurance companies in Indonesia may also establish internal protocols and checkpoints, implementing 

rigorous verification processes at different stages of claims processing. While these approaches demonstrate the industry's 

commitment to addressing fraud, there is a notable gap in leveraging advanced technologies and collaborative strategies.  

In the ongoing battle against fraud within the health insurance sector, companies find themselves navigating this challenge 

individually rather than collaboratively. Despite periodic meetings aimed at delving into prevalent fraudulent activities, these 

gatherings primarily revolve around the exchange of information and knowledge. Unfortunately, despite recognizing the collective 

need to combat fraudulent practices, a noticeable void persists in terms of collaborative efforts among insurance companies. While 

discussions are informative, they have not evolved into concerted actions that would unite companies to proactively address and 

combat the pervasive issue of fraud (Rais et al., 2015). 

During these meetings, companies share insights, experiences, and potential countermeasures against fraud. However, the absence 

of a united front against fraudulent activities diminishes the overall effectiveness of these endeavors. The current landscape reveals 

a fragmented approach, with each company independently bolstering its defenses against fraud without the benefit of a shared, 

industry-wide strategy (Hana, 2016). 

EXAMPLES OF COUNTRIES IMPLEMENTING DATA SHARING  

NORWAY 

Driven by the Finance Innovation (FI) business cluster, Bergen's financial industry has embarked on a collaborative project 

leveraging data sharing to combat insurance fraud. Established in 2018, FI's focus on creating a Fintech innovation center led them 

to initiate this ongoing initiative, allowing insurance companies to join forces for more efficient fraud detection (Finance 

Innovation, 2021). 

According to Søilen-Knutsen and Tessem, (2022), this cross-company collaboration hinges on the power of shared data. 

Policyholder information, claims history, and even suspicious activity patterns are securely exchanged, enabling swifter 

identification and investigation of fraudulent claims. Initial results are promising, with reports suggesting a 10% reduction in 

insurance losses within the first year. Efficiency gains are also noteworthy, as companies can now pinpoint and address suspicious 

activity more rapidly. 

However, challenges remain. Data privacy concerns are paramount, addressed through strict security measures and limitations on 

shared data to what's strictly relevant for fraud detection. Additionally, ensuring data quality and consistency across participating 

companies requires ongoing effort, tackled through the development of shared standards and improved data collection practices 

(Søilen-Knutsen & Tessem, 2022).. 

Looking ahead, the project envisions expansion beyond insurance companies, potentially incorporating banks and credit card 

companies into the data pool. Further, the power of artificial intelligence (AI) is on the horizon, with plans to develop advanced 

fraud detection models fueled by AI capabilities. 

The Finance Innovation data sharing project stands as a testament to the power of collaboration in tackling industry challenges. Its 

success in reducing fraud and improving efficiency serves as a model for future endeavors, demonstrating the potential of shared 

data and innovative approaches in safeguarding the financial landscape.  

SOUTH KOREA 

The National Health Insurance Database (NHID) in South Korea stands as a unique and powerful resource, holding medical records 

for virtually the entire population (Ahn, 2020). This comprehensive database functions as a national repository, gathering 

information on procedures, diagnoses, prescriptions, and overall health status for individuals subscribed to the country's health 

insurance system. 

Think of it as a vast library storing snapshots of Korean citizens' health across various dimensions. Since 2002, the NHID has 

meticulously collected crucial data points, weaving a detailed tapestry of healthcare encounters. Imagine hospital stays 

documented, preventive health screenings captured, and even information on rare and chronic conditions readily available. 

Additionally, cancer registrations, health benefit details, and long-term care data for elderly individuals further enrich the trove. 
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However, the NHID's scope extends beyond medical details. It delves into the socioeconomic realm, capturing insurance eligibility 

and premium information for each citizen, essentially tracking their health journey from birth to death (Ahn, 2020). This layer of 

information adds valuable context, allowing researchers to explore potential correlations between health outcomes and factors like 

income level. 

Furthermore, the NHID allows for granular exploration of individual cases. In instances where someone files multiple insurance 

claims, the database meticulously chronicles details like hospitalization dates, lengths of stay, treatment costs, medications 

prescribed, and specific diagnoses associated with each billing unit. This level of detail enables researchers to delve deep into 

specific health conditions and treatment paths, painting a more nuanced picture of healthcare experiences. 

The NHID is integrated into a broader network of Health Information Exchanges. These exchanges facilitate secure sharing of 

health information among authorized healthcare providers, ensuring seamless coordination of care. The integration of NHID into 

HIEs enhances its utility for healthcare professionals while maintaining data integrity (Cheol Seong et al., 2016). 

The existence of NHID also showed how the government supports a comprehensive and interconnected healthcare system. By 

providing a centralized repository of health information, the NHID streamlines the process of accessing and analyzing patient data, 

ultimately leading to more informed decision-making and improved patient outcomes. Additionally, the integration of NHID into 

HIEs promotes collaboration and information sharing across different healthcare organizations, fostering a more cohesive and 

efficient healthcare ecosystem.  

OTHER COUNTRIES: EUROPE, FINLAND, & U.S 

In Europe, the General Data Protection Regulation (GDPR) acts as a catalyst for health data exchange systems throughout the 

region. This regulation mandates the secure exchange of health data between authorized parties, such as patients, doctors, and 

research institutions (Grundstrom et al., 2020). While challenges remain in navigating the complexities of data governance and 

privacy, the GDPR opens doors for collaborative efforts that can ultimately benefit patient care and public health research. 

In Finland, an empirical study provides valuable insights into the positive impacts of business-to-business (B2B) data sharing 

within the healthcare sector. The research reveals that nearly 49% of Finnish businesses actively engage in data sharing, leading 

to notable operational improvements and a competitive edge (Søilen-Knutsen & Tessem, 2022). This suggests that a culture of 

secure and regulated data exchange among healthcare providers and related businesses can unlock significant operational 

efficiencies and optimization in healthcare delivery. The Finnish experience underscores the potential of collaborative data sharing 

in enhancing overall healthcare performance, with benefits extending beyond individual organizations to the broader healthcare 

ecosystem. 

In the United States, the Verisk Cyber Data Exchange, a non-profit initiative, stands as a noteworthy example of data sharing 

within the insurance sector. This exchange facilitates the sharing of critical information, including insurance premiums, coverage 

details, and claims data among participating companies (MacColl et al., 2021). By pooling resources and insights, insurers can 

effectively identify and mitigate cyber risks, contributing to the overall security and resilience of the insurance sector. The Verisk 

Cyber Data Exchange exemplifies how collaborative data-sharing initiatives can address industry-specific challenges, fostering a 

collective approach to risk management. 

ASSOCIATIONS 

Organizations like ORX (Operational Risk Exchange) and ORIC International (Operational Risk Information Center) serve as hubs 

for information sharing among member companies. Operational risk data, a valuable asset for managing potential threats and 

losses, is now more readily available through such platforms. This collaboration enhances industry-wide risk awareness and 

preparedness, ultimately benefiting all participants (MacColl et al., 2021). 

Meanwhile, entities like Advisen act as data aggregators, collecting substantial cyber claims data from participating insurance 

firms. This centralized approach generates deeper insights into cyber threats and vulnerabilities across the industry, empowering 

individual insurers to make more informed risk management decisions and develop effective mitigation strategies (MacColl et al., 

2021). This collaborative analysis strengthens the entire insurance sector's cyber resilience. 

Recognizing the interconnectedness of various sectors, data sharing initiatives sometimes bridge the gap between healthcare and 

other industries. Imagine, for example, collaboration between healthcare providers and telecommunication companies to share 

anonymized data on mobility patterns during disease outbreaks. This could aid in predicting the spread of infections and informing 

public health interventions. Alternatively, collaboration with transportation authorities could help map areas with high incidences 

of traffic accidents, allowing for targeted safety measures.As data sharing gains momentum, we can expect further exploration of 

cross-sector collaboration and the development of innovative platforms specifically designed for healthcare data exchange. 

Initiatives like the Global Alliance for Genomics & Health (GA4GH) are already paving the way for international data sharing 

frameworks that ensure responsible and secure utilization of sensitive health information for research and public health 

advancement. 
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CHALLENGES AND OPPORTUNITIES IMPLEMENTING DATA-SHARING IN INDONESIA 

One particular area where collaborative potential remains largely untapped is the concept of data sharing. While acknowledging 

its potential benefits in enhancing fraud detection and prevention, the practical implementation of robust data-sharing mechanisms 

has yet to materialize. Companies engage in preliminary discussions regarding the feasibility and advantages of sharing relevant 

data to strengthen their collective defense against fraudulent claims (Ng et al., 2019). 

According to Susanti et al., (2022), the hesitancy to embrace data sharing is multifaceted and may be attributed to concerns about 

privacy, data security, and maintaining competitive advantages. Striking a delicate balance between collaborative sharing of crucial 

information and safeguarding proprietary interests proves to be a complex challenge. Consequently, while the potential advantages 

of data sharing are recognized, there is a palpable reluctance among companies to pioneer and implement comprehensive 

collaborative measures. 

Furthermore, this reluctance may be exacerbated by the absence of a legal framework for data sharing. The lack of such a 

framework leaves companies uncertain about potential risks and liabilities associated with sharing data (Timms et al., 2022). 

Additionally, the absence of standardized protocols and guidelines for data sharing adds another layer of complexity to the issue, 

making it difficult for companies to navigate the process effectively (Blakesley & Yallop, 2019). 

Considering these challenges, the hesitancy toward data sharing not only stems from privacy and security concerns but is also 

influenced by the absence of clear legal frameworks and standardized protocols. As companies grapple with these complex issues, 

the impact of such hesitancy can extend to how policyholders perceive the industry's ability to combat fraud effectively. The lack 

of collaborative efforts and the hesitancy towards data sharing might be viewed as a limitation in the industry's capability to stay 

ahead of evolving fraudulent tactics (Blakesley & Yallop, 2019). This perception could impact policyholders' confidence in the 

efficacy of health insurance products and potentially influence their purchasing decisions. Therefore, addressing these challenges 

and establishing a framework for collaborative data sharing is not only crucial for industry integrity but also for maintaining and 

enhancing policyholder trust in health insurance products. 

In light of the existing challenges, several strategic opportunities emerge for exploration by insurance companies. First and 

foremost, there is an opportunity to forge collaborative partnerships with regulatory bodies. This entails working hand-in-hand to 

establish transparent and robust legal frameworks for the purpose of data sharing. Such regulatory frameworks can serve as pillars, 

providing a structured and secure environment that not only addresses legal concerns but also stimulates a culture of collaboration 

among industry players (Blakesley & Yallop, 2019). 

A second avenue for exploration involves substantial investments in the development of standardized protocols and guidelines 

specifically tailored for data sharing within the health insurance sector. The creation of standardized protocols offers a valuable 

solution by simplifying processes, introducing a shared language among companies, and effectively mitigating concerns related to 

interoperability and consistency (Timms et al., 2022). 

Phillips (2018) stated that another strategic opportunity lies in the allocation of resources to elevate privacy and security measures 

associated with data sharing. By fortifying cybersecurity measures, insurance companies can proactively address apprehensions 

surrounding data breaches. This strategic move goes beyond mere compliance, contributing significantly to building and 

reinforcing trust not only amongst companies but also among policyholders. 

Furthermore, Timms et al (2022) emphasised that an opportunity to cultivate a positive industry perception arises through 

comprehensive stakeholder education initiatives. These encompass strategic awareness campaigns designed to educate various 

stakeholders – including companies, policyholders, and regulatory bodies – about the multitude of benefits and safeguards inherent 

in data sharing. Improved stakeholder understanding serves as a powerful catalyst, dispelling misconceptions and fostering a more 

optimistic and collaborative atmosphere. 

The fifth opportunity centers around initiating collaborative research and development endeavors. By establishing collaborative 

platforms, industry players can collectively innovate new technologies and methodologies geared towards enhancing fraud 

detection and prevention. This collaborative synergy not only propels industry-wide innovation but also positions the sector at the 

forefront of effectively countering the ever-evolving landscape of fraudulent tactics (Blakesley & Yallop, 2019).. 

CONCLUSION 

 

Health insurance fraud poses a significant threat to the financial stability of insurance companies in Indonesia, with prevalent 

activities such as false claims, upcoding, and phantom billing contributing to substantial financial losses, estimated at 5% to 10% 

of the total healthcare expenditure. The urgency for stricter regulations and improved oversight is evident in the need to mitigate 

these losses and ensure effective healthcare fund utilization. 

 

Currently, efforts to combat fraud in the Indonesian health insurance sector are characterized by individualized approaches, with 

companies independently addressing challenges. Despite periodic meetings focusing on information exchange, a lack of 

collaborative efforts results in a fragmented strategy that diminishes overall effectiveness. 
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Global examples of collaborative data sharing, such as Norway's Finance Innovation project and South Korea's National Health 

Insurance Database (NHID), showcase successful initiatives. Norway's cross-company collaboration achieved a 10% reduction in 

insurance losses, demonstrating the power of shared data in fraud detection. The NHID in South Korea, supported by the 

government, integrates health and socioeconomic data for the entire population, fostering a cohesive healthcare ecosystem. 

 

In Europe, the General Data Protection Regulation (GDPR) promotes secure health data exchange, emphasizing collaboration for 

patient care and research. Finland's B2B data sharing leads to operational improvements, while the Verisk Cyber Data Exchange 

in the United States facilitates collective action to identify and mitigate cyber risks. 

 

Challenges for data sharing in Indonesia include privacy concerns, data security, and the absence of legal frameworks and 

standardized protocols. Opportunities for improvement involve collaborative partnerships with regulatory bodies, investments in 

standardized protocols, resource allocation for privacy and security measures, stakeholder education, and collaborative research 

and development. These strategic opportunities offer a path to establish transparent legal frameworks, simplify processes, reinforce 

cybersecurity, enhance stakeholder understanding, and drive industry-wide innovation. Addressing these challenges and seizing 

opportunities will be pivotal in fostering a collaborative and resilient health insurance system in Indonesia. 

 

Recommendations 

 

The fight against health insurance fraud in Indonesia demands a cohesive effort, a united front where insurance companies, the 

industry as a whole, and policyholders stand shoulder-to-shoulder. Each group has a crucial role to play in bolstering defenses and 

creating a more secure environment for everyone. 

For insurance companies, collaboration becomes the watchword. Actively participating in industry-wide alliances or consortiums 

allows for collective information sharing and the implementation of comprehensive anti-fraud measures. Breaking down the siloed 

approach and working together is key to building a stronger wall against fraudsters. 

Investing in robust and standardized data-sharing infrastructure is equally critical. Securely exchanging relevant data across 

companies empowers them to detect and prevent fraudulent activities more effectively. But safeguarding this shared information 

is paramount. Continuously strengthening cybersecurity measures and protocols becomes a non-negotiable responsibility. 

Seeking the collaborative hand of regulatory bodies is also crucial. Insurance companies must work with them to establish clear 

legal frameworks for data sharing. Advocating for supportive regulations that prioritize both security and transparency fosters trust 

and responsible information exchange within the industry. 

Empowering employees plays a vital role as well. Regular training sessions on the importance of data sharing in fraud prevention 

equips them with the knowledge and awareness to contribute to this collective effort. Fostering a culture of responsibility towards 

protecting against fraudulent activities strengthens the company's defenses from within. 

Embracing innovation also holds immense potential. Exploring how advanced technologies like AI can enhance fraud detection 

allows insurance companies to stay ahead of the curve. Keeping abreast of industry advancements and considering their integration 

can significantly improve the effectiveness of anti-fraud measures. 

Looking beyond individual companies, the industry itself needs to champion standardization. Establishing industry-wide standards 

for data sharing ensures seamless exchange among different companies, eliminating any communication gaps that fraudsters might 

exploit. Consistency is key to building a robust collective defense. 

Advocating for clear and supportive legal frameworks becomes another industry-wide responsibility. Working with policymakers 

to create regulations that govern data sharing ethically fosters trust and encourages responsible information exchange. This 

collaborative approach paves the way for a more secure and efficient environment for all stakeholders. 

Building a strong community of experts is another valuable step. Organizing forums and conferences where industry professionals 

can share best practices and experiences in fraud prevention is crucial. Such knowledge exchange allows for continuous learning 

and improvement, ultimately benefiting the entire ecosystem. 

Investing in research and development for innovative technologies and methodologies for fraud detection is another industry-wide 

endeavor worth pursuing. Supporting collaborative research initiatives equips the industry with cutting-edge tools and techniques 

to stay ahead of evolving fraud tactics. 

Policymakers play a pivotal role in shaping a robust and collaborative data-sharing environment in the Indonesian health insurance 

sector. Collaboration with stakeholders, including insurance companies and regulatory bodies, is crucial to establish clear legal 

frameworks that balance collaboration and individual privacy rights. Policymakers should advocate for industry-wide standards 

and protocols, fostering discussions and negotiations to enhance interoperability. Encouraging regulatory support is essential to 

incentivize insurance companies for active engagement in collaborative fraud prevention efforts, with considerations for benefits 

or recognition tied to effective data-sharing practices. Strategic investment in technological infrastructure, cross-sector 

collaboration, and public-private partnerships are imperative for comprehensive fraud prevention. Prioritizing consumer education, 

periodic reviews of regulations, incentivizing innovation, and exploring international collaborations contribute to building trust, 

fostering innovation, and addressing emerging challenges in the health insurance landscape. 
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By embracing these recommendations and working together, insurance companies, the industry as a whole, and policymakers can 

create a more secure, collaborative, and trustworthy health insurance environment in Indonesia. This united front stands firmly 

against fraud, safeguarding the integrity of the system for the benefit of all. 
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